The 
Introduction
The Internet is caught between old forces of local territorialism and new forces characteristic of global economies. As a result, it may end up being carved up or fragmented into discrete legal spheres -a development which contradicts the hitherto traditional vision of the Internet as a paradigmatic example of a borderless world of global transnationalism.
The fragmentation is taking two forms. The fi rst may be represented as vertical in nature; led by the forces of territorialism, it refl ects concerns of public policy and the protection of local values. The second, which may be considered horizontal, is driven by the rationale of commercial effi ciency.
The former (vertical), if not understood and handled properly, creates the risk of an informational impoverishment of the Internet. One response to this risk seems to reside in new confi gurations of the appropriate jurisdictional bases for assertions of state power. This form of fragmentation is indeed primarily a consequence of the current determinations of jurisdictional scopes, which tend to disregard the externalities which jurisdictional assertions create. Answers to this issue, so I contend, may be found in the reconsideration of private international law standards in the light of public international law standards of jurisdiction. On this basis, I argue in favour of a double standard of jurisdiction for the regulation of Internet content: one, based on the principle of targeting, used to sanction behaviour; the other, an incarnation of the effects doctrine, used to prevent actions and fulfi l the cathartic function of law.
The latter (horizontal) form of fragmentation, which is of more academic interest, translates as the emergence, in certain specifi c and mainly commercial contexts, of anational and often cross-border normative orders which, at least sometimes, deserve the label of juridicity. The development of such private legal orders should lead us to rethink certain aspects of the concept of law, in particular with regard to legal pluralism, and to discover new places where law is to be found.
These two forms of evolution, the reasons behind them, their consequences, as well as likely responses, drive the narrative and argument of this article.
These developments are meaningful not only for the Internet in and of itself. They also matter for our more general understanding of law on the global plane. To understand why, one needs briefl y to travel to Westphalia, in the 17th century. It was there, in the Westphalian cities of Münster and Osnabrück, that treaties were negotiated to end the Thirty Years ' War and the Dutch Revolt. Out of these negotiations and the resulting treaties emerged principles of the sovereignty and equality of states, as well as of non-intervention in the affairs of another state. They contributed to the fi rm establishment of the principle of territoriality, understood in the sense of a political repartition of power and spheres of infl uence, an instantiation of each state's right to political selfdetermination. 1 From that time on, and for the better part of the last 300 years, law and governing were dominantly represented as strongly rooted in territory. But today this dominant mode of representing law and governing seems to be shifting 2 to the view that law on the international level is increasingly, in the words of Bruno Simma and in our general understanding but was shown to be patently wrong. The second part then introduces the two trends just mentioned, which will subsequently be treated separately and in detail in parts 3 and 4.
Conventional Wisdom about the Internet
The Internet used to be conceived of as a place that was free from regulation. It was thought that everything on the Internet would be free. Free not in the sense of obtaining something for free, 9 but in the sense of being unrestricted. To use Lawrence Lessig's words, it was not ' " free " as in " free beer " ' , ' but " free " as in " free speech, " " free markets, " " free trade, " " free enterprise, " " free will, " and " free elections " . ' 10 It was thought that this inability to regulate was an inherent characteristic of the online world. The famous Declaration of the Independence of Cyberspace , comes to mind:
Governments of the Industrial World … You have no sovereignty where we gather … . I declare the global social space we are building to be naturally independent of the tyrannies you seek to impose on us … . Cyberspace does not lie within your borders. Do not think that you can build it … It is an act of nature.
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Today those words sound odd, but they were taken very seriously for many years. If they were shocking at the time, it was because people believed they were shown this new creature, this realm of freedom that would challenge the social and political order that the modern nation-state had achieved. The spectre of the state of nature was looming. 12 But the words of the Declaration did not shock people in the sense that what it said was shockingly wrong. This inherent liberty on the Internet was taken for granted; it was used as a postulate until it was clearly demonstrated that what we can do on the Internet depends on the laws of technology just as our non-electronic actions depend on the laws of nature. 13 Technology allows us to do or prevents us from doing all the things we can or cannot do on the Internet, and technology can be shaped so as to enshrine values of liberty or values of control.
14 The proof of concept had been established. It had been shown that the Internet could be a place of exquisite control just as it used to be a place of exquisite liberty. Thus, the fi rst ' inherent characteristic ' claim had been repealed.
But another claim largely remained, and is still very much prevalent today. It is the idea that the Internet is necessarily global. The word ' cyberspace ' at least partly sprang from there, and it shaped a great part of the meaning it subsequently acquired. The entire lex 9 There were, of course, a good deal of those kinds of claims as well. 14 This is the main argument in Lessig, supra note 13. electronica movement is built on that assumption. 15 Most writings on the regulation of the Internet insist on the idea that what marks it as different is that it is global. Such ' illusions of a borderless world ' 16 remain very strongly anchored in our collective imagination. But the reality appears to be that the Internet is being carved up into discrete legal spheres.
Two Forms of Internet Segmentation
It is probably correct to argue that we ' used to speak accurately of the Internet ' .
17 It used to be sensible to reduce the Internet to a single network of computers and people behind most of those computers, hosting and using information always only a few clicks away, regardless of how near or far in physical space. This was precisely the intent of the creators of the Internet; they connected different, smaller networks together; they taught all those networks to speak a single common language (the Internet Protocol language); they integrated all those lesser networks into a global whole. And they embedded the characteristic of decentralization into the very foundational technical architecture of the Internet: the Internet has no centre or central authority through which all communications would travel and which could regulate all those communications. 18 This is what we call the Internet ' cloud ' , which symbolizes the unpredictability of the path that communications will take from one point to another. To borrow from Jonathan Zittrain, it may be represented in the following form: This technical characteristic of the Internet led inevitably to the assumption that there is only one cyberspace. And this characteristic of the Internet made people marvel at the fact that, for most purposes of Internet activities, they could forget about the geographical distance which separates them from those they wanted to trade bits with. Web entrepreneurs were jubilant about the idea that they could broadcast to the entire world with minimal investment, that setting up a single website would offer its contents to everyone connected to the network, wherever they may be found in real space. 20 Internet users were amazed that they could remotely access the same information on the web that local users could. All this was thought to be good and desirable. ' Netizens ' of the ' Global Village ' were painting the town red.
But then the tide reversed. Then came libel originating in distant countries, stock manipulation from afar, worldwide domain name cybersquatting, sales tax circumvention by citizens purchasing faraway goods, hate speech websites located in countries protecting this kind of expression, online casinos based within the territory of states encouraging this business as it would almost exclusively affect foreign people in foreign countries while generating tax revenues, and worse. 21 The dark side of the Web manifested itself, and it triggered a movement for cultural and nationalistic withdrawal. People started to say that they did not want outlandish foreigners to do the equivalent of standing in the garden in front of their house doing things that are regarded with outright repugnance in their community. The French were anxious at the thought of there being, just around the corner, defi ant Americans believing it is their fundamental right to say whatever they want to say, even if it involves an apology for Nazism. 22 In the United States, people were incensed about lax foreign governments not cracking down on online casinos, which were intruding into American homes and offi ces, computers, and mobile phones, to fuel compulsive gambling.
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Many countries became concerned about incitements to terrorism and appeals to fund terrorist organizations fl owing into their country simply by dint of being globally accessible. Some governments began to consider blocking by technical means local residents ' access to foreign Internet sources that glorify terrorism. 24 Other governments grew increasingly apprehensive about the West spreading its culture and values throughout the world by a mere information transfer into territories which were previously exposed mainly to local information. Suddenly, the free and global character of the Internet started to be considered an evil. The global Internet community started to think that, after all, it did not want to be a single community, but several, and that each community should be allowed to live according to its internal 20 Zittrain, supra note 17, at 13ff.
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Ibid. , at 13 -14. 22 See the landmark example of the Yahoo case, infra notes 54ff and accompanying text. fundamental values, according to its own choices of public policy (in the sense of ordre public ), which partake of the expression of each nation's Volksgeist . 25 The Internet should be free, most agreed, but only insofar as this freedom stopped short of violating the fundamental principles underlying the operation of each state's legal system. The ' ancient principles governing law and politics within nations ' 26 were being challenged. The forces behind them were not about to be pushed around and came back to re-establish the ' older and stronger order whose relevance remains inescapable ' .
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A somewhat similar phenomenon started to take shape in another context. As ecommerce developed, people started to shop increasingly abroad, and frequently for small amounts. Small cross-border transactions burgeoned. Again, it was considered to be a remarkable achievement to be just a click away from well-stocked bookshops in the United States and retailers of cheap electronic equipment in Hong Kong. But in this context, the issue that quickly emerged was the resolution of disputes arising out of such transactions. It is nonsensical to start a court action against a foreign business, for instance, over a few books or a laptop computer. Something had to be created on the Internet that made it feel ' local ' , predictable, and with easily accessible legal remedies.
The way that the form of regulation is starting to change as a reaction to these concerns is in my view a transformation which will profoundly mark the evolution of the Internet. Under the pressure of public policy protection and commercial effi ciency, the Internet will increasingly be carved up into distinct spheres or virtual spaces governed by different rule-sets. My contention is that this evolution will follow two main avenues. On the one hand, states will develop increasingly effi cacious and legitimate processes of juridical and technological control in order to safeguard local values. 28 On the other hand, online communities of various kinds, albeit primarily of a commercial nature, will further the development of their social norms into private legal systems. The following two sections explore these two avenues, but before that one may summarize these evolutions with the following chart: 
The Billiard Balls Evolution
Safeguarding local values is one of the foundational roles of the state, part of the national (as opposed to universal) social contract. 29 As Hegel argued, the state embodies and expresses the Volksgeist; it is the vehicle of the fulfi lment of the collective will (and thereby of the individual will) and must consequently protect the fundamental axiological references of its population. 30 It is further a role inherent in the nature of modern nation-states. Originally, nation-states had to subject smaller feudal, religious, and customary communities in order to impose a unifi ed and centralized political structure. The separatism underlying personal relations in feudalism had to be marshalled by a unifying territorial relationship. 31 From above, as it were, the powers of the Papacy and the Holy Roman Empire also had to be warded off. 32 An important means used in the struggle against separatism and regional or global affi liations was to ' transcend ethnic, religious and other cleavages in a political construction ' .
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Driving forces
Public Smaller discrete communities had to be superseded by the one overarching ' imagined community ' which is the nation. 34 And the development and subsequent safeguarding of fundamental shared values are foundational for the creation and sustaining of this community. The modern nation-state is in this sense merely the equation of an imagined community and ' imagined geographies ' , 35 namely the territory of the state. To protect such values is to protect the imagined community that is the nation.
The protection of such local values lies at the heart of modern conceptions of political sovereignty, as they originated from the Peace of Westphalia and the works of Machiavelli, Bodin, and Hobbes. 36 At this time, sovereignty took on the exclusively defi ning dimension of territoriality (and the concept of territorial sovereignty emerged), marking the rise of the territorial state. 37 This historical and legal theoretical development ascribed two attributes to territorial sovereignty: one internal, founding the state's increasing power and prominence over local communities, the other external, establishing the states ' equality and independence. It might be enlightening to conceive of this relationship between states in terms of a co-ordination game governed by the agreed rule of the international Westphalian repartition. 38 This co-ordination game may be seen (somewhat anachronistically) as forming the groundwork of Savigny's approach based on the ' community of law among independent states ' . 39 In opposition to the positivist theory of international law or state voluntarism, 40 it is the idea of a natural law approach to private international law that derives rules of private international law ' from the nature of the subject itself ' , as expressed by von Bar writing in Savigny's wake. 41 It is a conception of private international law where the international community of law ' restricts all territorial laws, and defi nes their competency ' , 42 an approach that, in more fashionable terms, takes into account the interface between 34 B.R. Anderson, Imagined Communities: Refl ections on the Origins and Spread of Nationalism (1983) . On the nation as a product of modernity see E. Gellner Nations and Nationalism (1983 private and public international law. 43 The protection of local values should stop short of disrupting the Westphalian co-ordination equilibrium, 44 which is what the various incarnations of the concept of jurisdiction seek to achieve. The avoidance of undue encroachment on other territories is a fundamental principle of jurisdiction as a coordination game. Put in more traditional terms, it is the idea that ' a state is, as a general matter, prima facie free to legislate or regulate with respect to persons or events beyond its territory, as long as doing so does not interfere with the same right of states that may have a closer connection to those persons or events ' . 45 This non-intervention in the affairs of other states, Ian Brownlie explains, is a corollary of the independence and equality of states. 46 At a foundational level, the principle also permeates constructions of private international law rules. A recent study of the foundations of confl ict of law rules concludes:
Private international law rules and approaches do not merely refl ect … a dialectic between public policies (such as justice, certainty, individual autonomy) within each State. They are also engaged in both responding to and indeed in constructing an international order which is refl ected in a set of international norms.
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To reconcile these two imperatives -to protect local values without encroaching on the territory of other states -is the fundamental problem of state intervention on the Internet. Protection of local values is often presented as coming at the price of severe extraterritorial effects. 48 But juridical and technical mechanisms are currently developing which will allow one to navigate more securely between Scylla and Charybdis. On the one hand, one may discern the re-emergence of a latent understanding that private international law is not exclusively private in its nature and function, that it goes far beyond supporting the global (in this case electronic) market economy and that it may, in accordance with Savigny's original approach, have a global regulatory role to play in the international community of law, in principled contradiction to the 43 Ibid., at 35: ' [i]t is central to Savigny's approach that the private international law rules he developed were universal and common to all nations -part of an international community of law, derived from the fact of a community of nations. This may be contrasted with the conception of private international law resulting from the positivist theory of international law described above, in which private international law is (sometimes ambiguously) excluded from the domain of international law, and conceived of as part of each State's (voluntary) domestic law ' . 44 Gillroy, supra note 38, at 31. acceptance ascribed to it by the positivist theory of international law. 49 On the other hand, a distinction in the regulatory approach of states is increasingly being made between, fi rst, the sanctioning of behaviour and the redistribution of resources and, secondly, the ex ante prevention of certain actions from exerting certain effects. The fi rst part of these developments relates to a fi ne tuning of jurisdictional heads and the second to information fi ltering strategies.
Both parts of these developments, which will be reviewed in the following sections, appear likely to lead to an increase in the exercise of regulatory power by states, which in turn would contribute to the carving up of the Internet on the basis of national delimitations. To be sure, the substantive differences among nation-states are more likely to cause different effi cacious national, or possibly regional, regulations than to pre-empt the problem of confl icting values by dint of global harmonization, which is the opposite variant into which the regulation of the Internet is sometimes said to crystallize.
50 This is what I mean by the billiard balls evolution of the regulation of the Internet. 51 The examples that follow are meant to serve as illustrations of this issue. At this juncture, it must be pointed out that I will scarcely discriminate between civil and criminal cases, contractual and tort matters. The focus of this article is on foundational common trends, 52 and it is thus not the place for an exhaustive survey, or even a selective survey, of the many discrete legal developments presented elsewhere.
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A Illustrations
In early 2000, Marc Knobel, a French Jew, was surfi ng on the Internet when he suddenly stumbled upon a website displaying various Nazi memorabilia, ranging from The image of billiard balls was, for instance, used by Arnold Wolfers in his model explicating the Realist claim that only the actions of states mattered despite the on-going development of the power of supraand sub-national actors: A. Wolfers, Discord and Collaboration; Essays on International Politics (1962). The same image will be used here in the same spirit, but taken to a less radical extent.
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At this generalist level one may side with Brownlie, supra note 46, at 298, when he writes that ' [t] here is in principle no great difference between the problems created by assertions of civil and criminal jurisdiction over aliens ' . replicas of Zyklon B gas canisters, pictures of concentration camps, swastikas in various forms, to pieces of the equipment of Waffen-SS soldiers. All these objects were up for sale on the web page, which was hosted by Yahoo. The page was hosted on the American server of an American company, but it was, just like almost any website, accessible from France. Selling such objects is illegal under French criminal law, 54 but it is legal in the United States as it is protected by the First Amendment. Marc Knobel decided to initiate proceedings against Yahoo in a Paris court on behalf of various anti-Semitism and anti-racism associations. The French judge who heard the case quickly rose to fame by deciding that the Tribunal de Grande Instance de Paris had jurisdiction over the case and handing down a judgment ordering Yahoo to take down the web page, and to pay a symbolic fi ne.
55 Yahoo vehemently protested, arguing that if French law were to apply to an American website, then why not English law, Russian law, Israeli law, as well as the laws of Saudi Arabia, Iran, and China.
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A second story starts in October 2005, when the French fashion design company Louis Feraud International requested enforcement in New York of a French court decision which had awarded damages to the fashion designers because the defendant, a US company called Viewfi nder, had posted fashion show photos on its website. These photos, the French company claimed, constituted a copyright violation because they showed fashion designs that belonged to the French company and thus violated the company's intellectual property rights granted by French law. The New York court rejected the motion for enforcement on the ground that the photos were published in the United States and were protected by the First Amendment, acting as a barrier to the extent of copyright. 57 In other words, the New York court held that the assertion of prescriptive jurisdiction by the French state had gone too far, that it was exorbitant and that it could not be admitted that it extended to publications in the United States.
These two cases serve as illustrations of two radically different ways of thinking about the relationship between Internet activities and territory, and thus about the appropriate scope of state power. If they were followed globally, both of them would have tremendous disadvantages. The former translates into a too broad basis of jurisdiction, the latter into a too narrow one -a middle path is needed. This is what the following will expound. 
B Jurisdiction Heads
The following, in an effort to systematize and to simplify, seeks to bring under three heads the main past, present, and (predictably) future jurisdictional approaches to the regulation of Internet content: subjective territoriality, the effects doctrine, and different standards that may be referred to as targeting.
Subjective Territoriality
What the New York court in Louis Feraud v. Viewfi nder did was in substance to express, through its refusal to grant enforcement, its disapproval of the exercise of jurisdiction as it was effected by the French court. It considered that the appropriate rule for jurisdiction in such cases was the subjective territorial principle -a state's authority under international law to regulate activity originating within its territory.
58 If this approach was followed globally, then websites would be subject only to the law of the state from which the fl ow of information stems. It would make forum shopping very easy, as it would be suffi cient to fi nd a country with the appropriate legal regime and publish any content there, such content remaining, in principle, accessible from the place where the publisher actually wanted it to be accessible, even if it was in violation of the laws of the country from which it was accessed. In other words, a strict application of the territoriality principle, as contemplated by the New York court, would lead to the under-protection of the values and the public policy choices of the forum state. It would seem inappropriate to ' decline to intervene simply because a defendant is wholly absent, since the effects of the defendant's Internet behaviour are still felt locally ' . 59 Or, as Horatia Muir-Watt puts it, ' there is no reason that the interests of the society in which the harmful effects of free-fl owing data are suffered should subordinate themselves to the ideological claim that the use of a borderless medium in some way modifi es accountability for activities conducted through it ' .
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It may well be that the territoriality principle is, in and of itself, ' by far the soundest basis of prescriptive jurisdiction ' , 61 but it quite clearly seems a too restrictive basis of jurisdiction in the face of information fl ows potentially having effects in every country of the world.
Effects
It was because the effects of Internet behaviour were felt in France that the French court in the Yahoo case decided to assert jurisdiction. 62 The Court considered that Yahoo's behaviour in violation of the French Penal Code, which ' was revealed to be unintentional ' , led to ' damages [which] were incurred in France ' . 63 The French Yahoo court did not phrase the debate in terms of rules of jurisdiction in international 58 Currie, supra note 45, at 300. Muir-Watt, supra note 56, at 695. See also Goldsmith and Wu, supra note 7, at 157. 61 Currie, supra note 45, at 300. law, but merely decided that ' by permitting the display of these items and the possible participation of Internet users in France in such an exposition/sale, Yahoo commits a wrong within French territory ' . 64 Had the court considered the issue in terms of jurisdiction in international law, one may surmise that it would have relied on either the effects doctrine or objective territoriality. 65 The former, the admissibility of which under international law is controversial, 66 grants authority to regulate to the state on the territory of which deleterious or harmful effects are exerted. 67 The latter is the basis of a state's authority to regulate activity that is consummated on its territory.
68
The distinction is more precisely that only the effects doctrine may be a basis for jurisdiction when ' no constituent element of the offence takes place within the territory of the prescribing state ' . 69 Whether the jurisdiction of France in the Yahoo case was covered by the objective territoriality principle or only the effects doctrine depends on whether we consider the availability of information within a territory to be a constituent element of the offence. As I will maintain below, to reject this consideration and to argue that the only basis for jurisdiction in the Yahoo case was the effects doctrine seems to be the most reasonable solution.
70 It does not in any event make any significant difference for the present developments. Now, what would happen if the approach of the Yahoo case were followed globally, if the effects doctrine or the objective territoriality principle generally were used as a jurisdictional basis for Internet behaviours? It is a generally held view that this would lead to the ' slowest ship in the convoy problem ' . 71 This is the idea that the universal availability of information on the Internet may potentially have universal effects which, if the effects doctrine is given application, may lead to assertions of jurisdiction in virtually every state over wrongs created by information being available on the Internet. make the life of producers of information fl ows impossible. They would have to comply with the laws of the most restrictive jurisdiction to avoid the risk of being hauled before unexpected courts. 73 The nub of the argument is that information made available on the Internet would have to comply with the laws of the entire world, and the most restrictive law in the world -the ' slowest ship ' -would thus be able to set the tone. 74 In reality the problem is less severe than this general view suggests. This is so because, as Jack Goldsmith observes, enforcement jurisdiction is not affected by this overlapping of a large number of laws.
75 Enforcement jurisdiction, one may recall, is the authority actually to enforce the law by inducing or compelling compliance with it. 76 It is what gives regulation its teeth and makes it effective. This form of jurisdiction has a strictly territorial basis, 77 which means that in the absence of extradition -which is unlikely to be granted with respect to the vast majority of Internet matters 78 -a state can enforce its laws only against in-state actors, against entities with a presence on the territory of the state or with assets there. The distinction between prescriptive and adjudicative jurisdiction, on the one hand, and enforcement jurisdiction, on the other, is what allowed Joseph Story, almost 200 years ago, to maintain that ' whatever force and obligation the laws of one country have in another, depends solely upon [the latter's] own express or tacit consent ' . 79 It means that providers of Internet content need to worry mainly about the regulations of the states in which they have a presence or assets. Enforcement jurisdiction acts as a limiting factor, reducing the overlapping of directly effective regulations to the various states where Internet actors have a presence or assets, which falls somewhere short of all the nations of the entire world. The submission of Internet actors to a worldwide range of paper rules may be true, but their submission to effective rules is far more limited.
If the jurisdictional quagmire should thus not be overstated, it should not be underestimated either. The mechanism of protection through the limits of enforcement jurisdiction does not drain the problem of all its substance. A fi rst apparently germane point may be made on the plane of abstraction: to contend that only enforcement jurisdiction matters and that no signifi cance can be ascribed to prescriptive jurisdiction heads, however broad and overlapping the competences they provide for, would deny any raison d ' être to the limitations by international law of prescriptive 73 See, e.g., Kohl, supra note 53, at 403. 74 Zittrain, supra note 17, at 20: ' the global convoy of Internet publishers operating under respective countries ' motley laws would harmonize at those of the most restrictive major jurisdiction -the slowest ship ' . jurisdiction. A second point, on a more practical plane, can be made about the possibility of having foreign judgments recognized and enforced in the states in which the entity to be regulated has a presence or assets. Admittedly, foreign judgments are typically not recognized and enforced if they stand in contradiction to the public policy of the state in which enforcement is sought. But the contours of public policy are frequently relatively unclear, which creates uncertainty about the possibility of a foreign judgment being imported into a state where it will become effective. In cases where it is clear that the foreign judgment does not violate the public policy of the state where enforcement is sought, the risk that foreign exorbitant assertions of jurisdiction are given effect to is even greater. To follow the approach of the Yahoo case would create important indirect extraterritorial effects, by means of extraterritorial enforcement. 80 Enforcement in a foreign state may not even be necessary: Internet content providers may have assets in countries where they have no intention of sending information, where it would be unpredictable for them to be hauled before a court. An Australian business may, for instance, publish information exclusively destined for Australian territory but have assets in Switzerland for reasons entirely unrelated to the publication activity. The information fl ow may have effects in Switzerland 81 and the ensuing judgment may be used to induce or compel compliance with Swiss regulations. 82 Finally, we have to remain alert to the preservation of the ' Westphalian Equilibrium ' . 83 This equilibrium, the cohabitation of states, is partly based on international law's requirement that there be a genuine link between the state asserting jurisdiction and the activity that the regulatory scope is meant to encompass. 84 On the Internet, the states ' regulatory actions have more global effects than in the normal world; they may more easily interfere with the sovereignty of foreign states. Consequently, in order to preserve ' the systemic value of reciprocal tolerance and goodwill ' 85 necessary 80 Over time one may see the development of new jurisdiction rules in international law for the Internet, by virtue of the emergence of consistent practice of refusal to recognize or enforce foreign judgments, which may amount to a process equivalent to diplomatic protest as a source of customary international law: Hill, ' to allow the international legal order to function favourably with regard to the fundamental prerogatives of each state, a more conservative approach than in the normal world needs to be adopted. In this context at least, reciprocity considerations ought to win out over a state's ability to obtain remedies for its citizens. In determining their sphere of jurisdiction, states need to exercise higher moderation and restraint than in the offl ine world. 86 The genuine link between the state and the activity needs to be taken to a higher threshold, it would seem, on the Internet than elsewhere because in principle all countries have a link to all websites by virtue of their accessibility. Since the effects doctrine is met in the offl ine world with objections that it does not attain this threshold of a suffi cient link, 87 it should a fortiori be rejected entirely on the Internet. 88 At the very least, the principle of comity, which one may recall has classically been defi ned as ' neither a matter of absolute obligation, on the one hand, nor of mere courtesy and good will, upon the other ' , 89 seems to call for such a non-expansive jurisdictional approach. To play with the words of Anne-Marie Slaughter, who states that comity is the concept substantiating the foundational position that foreign courts are ' co-equals in the global task of judging ' , 90 one may argue that all states are co-equals in the global task of regulating Internet content and that this position can be sustained only by relying on the principle of comity.
In sum, to follow the approach of the Yahoo case seems to lead to problems of unpredictability, due to the uncertainty of extraterritorial enforcement, and a general jeopardizing of the principle of non-intervention, because of the ' slowest ship in the convoy ' problem in its moderated guise, taking into consideration the need for enforcement jurisdiction. Seen from the perspective of Internet content providers, the problem is, as mentioned above, that they may be subject to regulations of states to which they had no intention of sending information and to local laws the application of which they could thus not legitimately be expected to foresee.
As effects can more or less voluntarily take place in a large number of jurisdictions, an additional element is increasingly being taken into consideration in the context of Internet jurisdiction. It is the foreseeability criterion, the predictability of being Currie, supra note 45, at 300 -303. 88 To those contending that the Yahoo approach was merely an application of the objective territoriality principle one may object that to consider that the accessibility of information is a constituent part of an activity on a given territory leads to an unreasonably broad interpretation of the objective territoriality principle, and that the effects doctrine is precisely such an ' extremely broad interpretation of the objec- brought before a court in the forum in question. 91 Its most developed instantiation is the principle of targeting, 92 which forms the substance of the next section.
Targeting
The conclusion of Lowenfeld's general theory of jurisdiction, developed in his Hague Lectures, was that the principles underlying the overall dynamics of jurisdiction are reasonableness and fairness. 93 These principles shed light on the problems of jurisdiction on the Internet: the main bases of jurisdiction -subjective territoriality and effects or objective territoriality construed broadly -are both unfair and un reasonable. 94 The subjective territoriality principle leads courts to decline to intervene despite the fact that effects are clearly felt locally, while the effects doctrine permits worldwide overlapping prescriptive jurisdictions, and enforcement jurisdiction (and actual enforcement procedures) in states whose identity is not easily predictable. Between too broad and too narrow jurisdictional bases, a better way of ' managing trans-border externalities ' , ' reinvented parameters of reasonableness ' , new ' distributive methodologies of jurisdiction implemented in the international order ' 95 had to be found. 96 A middle path had to be chosen. This middle path is the principle of targeting. The details of the evolution of jurisdictional standards for the Internet have been simplifi ed in order to focus on the underlying fundamental principles. Several other jurisdictional standards can be distinguished analytically or can be found in court decisions (for instance the opposition of the ' country of origin ' approach and the ' country of destination ' approach, which are various instantiations of the jurisdictional categories of international law), but they do not make signifi cant enough difference in practice to be examined here. For a discussion of these other standards see, for instance, Spencer, ' Jurisdiction and the Internet: Returning to Traditional Principles to Analyze Network-Mediated Contacts', U Illinois L Rev (2006) 71; Kohl, supra note 91; Geist, supra note 92, at 1379 and, for a more chronological account of the evolution of the standards, Berman, supra note 56, at 512ff. 97 Zittrain, supra note 17, at 19. For a short review of US intellectual property and criminal cases applying the targeting test see Reidenberg, supra note 24, at 269 -272.
Targeting means in essence that the activity must be intended to have effects within the territory of the state asserting jurisdiction -it is, so to speak, a ' tighter ' version of the effects doctrine. To apply the principle of targeting is to ' identify the intentions of the parties and to assess the steps taken to either enter or avoid a particular jurisdiction ' . 98 Other wordings of the same principle include ' conduct targeted at a plaintiff whom the defendant knows to be a resident of the forum state ' , 99 103 Joseph Gutnick, a well-known Australian businessman-philanthropist-rabbipolitical player, initiated court proceedings against US publisher Dow Jones because of a defamatory portrait of him which appeared in the American magazine BarronsOnline . The online magazine, although primarily addressed to American readers, had also sold a fair share of subscriptions to readers located in Australia. These subscriptions, the High Court of Australia concluded, constituted a reasonable and strong enough link between the defendant and this country. The publisher of the magazine intended to have readers in Australia and was aware that its publications would be read and have an impact there. Had Dow Jones refused to sell subscriptions to BarronsOnline in Australia, the courts may well have concluded that they did not have jurisdiction over the dispute.
In the Yahoo case, the targeting approach would have led to the same outcome, as Yahoo was providing country-specifi c advertising, serving French Internet users, written in French and related to France. Hence Yahoo knew and even intended to have French visitors. 104 Had the advertising been absent, a targeting approach probably would have led the French courts to deny their right to intervene.
The principle of targeting has appreciable advantages over the standards concretizing the principle of subjective territoriality, or the effects doctrine as it is usually understood. First, it reduces the number of overlapping jurisdictions -it reduces the number of ships in the convoy, to use the image mentioned earlier -as the number 98 Geist, supra note 92, at 1345 -1346, 1362. of states whose territory is targeted in a specifi c instance is likely to be lower than the number of states on whose territory effects take place. Secondly, it provides for a more foreseeable standard of jurisdiction, as Internet content providers should be subject to the regulations of states only where they intended to ' send ' information which they can legitimately be expected to respect. 105 Thirdly, it would constitute a more reasonable and fair head of jurisdiction because targeting sets higher the threshold of what constitutes a genuine or suffi cient link between an activity and a state's territory. Fourthly, compared to a strict application of the principle of subjective territoriality, it makes shopping for lenient legal regimes more diffi cult as Internet content providers cannot simply move to more friendly jurisdictions while still targeting the same territory with the same information.
If the approach of targeting appears to be instrumentally valuable for resolving individual cases, it still has some important failings with regard to such fundamental goals as the protection of local values and the avoidance of unforeseeable extraterritorial effects of regulations, as should be apparent from the following arguments.
Counter-intuitively, it may fi rst be said that the defi nition of targeting as ' something more than effects, but less than physical presence ' 106 is the most (descriptively) accurate one, despite its being the vaguest wording of the concept. The problem with targeting is that the concept does not have an inherently precise meaning. Whereas the reasonable scope of interpretation of the notions of subjective territoriality (where the activity originated) and effects is relatively straightforward to determine, what it means to target seems to be very much up for grabs. The semantics of targeting no doubt allow one to conclude that ' [b]y choosing to use the Internet the wrongdoer is deemed to be aware of its global reach, and just as he receives the benefi ts of wider circulation of his content, he is exposed to a corresponding risk by making content accessible on the Internet ' . 107 This may mean that an Internet content provider is deemed to target all the world's countries save those with which it effectively prevented all contacts. A lower degree of jurisdictional avoidance may alternatively be required -for instance declarations by users and some form of fi ltering. Then again, positive actions to direct activities towards specifi c states may also constitute the threshold of what amounts to targeting. Is the language or the currency used on a website a necessary or even a suffi cient condition to enter or to avoid a jurisdiction? Do clauses in terms and conditions matter, and in which language must they be drafted to be given effect? Must a commercial Internet content provider fi lter according to the place of issue of the credit card being used or otherwise be deemed to target the entire world? The words of Humpty Dumpty echo: targeting simply appears to be a concept which may very well mean whatever a government chooses it to mean, neither more nor less.
It is not only the problem of jurisdictional foreseeability that the targeting approach does not resolve satisfactorily. Local values and public policy choices are also left under-protected, as information violating such values or public policy choices in principle still fl ows into the territory of a given state, even if the territory of that state was not targeted.
C Filtering Strategies
At the Sender's End
The problems surrounding the remaining issues with the targeting approach should not be exaggerated. If targeting goes some way towards reducing jurisdictional ambiguities and their problematic overlapping, as well as attributing a less ineffective jurisdictional basis to states seeking to react to a violation of the fundamental values they are to protect, another technique may help fi ll in the rest of the solution. We should not be startled to fi nd that this complement is technological in nature and that its function is, in a sense, to impose limits on the global character of the Internet. This technique is fi ltering at the sender's end or at the source. It has latterly developed quite substantially, in the wake of the shift of focus that the Yahoo case inaugurated.
This shift of focus was inaugurated when the French judge in the Yahoo case requested an advisory opinion from renowned experts of Internet technologies regarding the feasibility of Yahoo fi ltering out French Internet users, to prevent them from accessing the Nazi memorabilia. The experts ' verdict was without appeal. It was all the more convincing as it seems to have imposed itself against their global ideology: two of the experts were outspokenly against the introduction of technologies which would diminish the global character of the Internet. 108 Nevertheless, their conclusion was that geolocalization technologies were readily available and that they could already achieve an accuracy of possibly up to 90 per cent. 109 Yahoo, in other words, was capable of fi ltering to whom it intended to send information. This is not dissimilar to how it managed to provide French advertising to French visitors, as was mentioned above. enforcement proceedings where they have a presence or assets, will resort to fi ltering technologies to obtain better control over the direction of their information fl ows. They have strong incentives to replace their attempts at legal fi ltering -targeting specifi c jurisdictions or avoiding the jurisdiction of certain countries by means of, for instance, terms and conditions or general statements on their websites -by much more effective procedures of technical fi ltering. Secondly, as fi ltering at the source increases, the concept of targeting is likely to evolve and crystallize into the assumption that all countries of the world are targeted except those which are technically excluded.
113 At this stage of the analysis it seems legitimate to maintain that, by choosing to use the Internet to the full extent of its global reach without narrowing down the geographical scope of the information fl ow produced, an Internet content provider should be deemed to seek the benefi ts of this global reach, and thus legitimately be exposed to the risks associated with it. The same rationale of legitimacy also applies to any other scale to which the global reach of the Internet is used: seeking the benefi t of reaching X countries legitimately subjects the provider to the risks associated with the regulation of those X countries, since X can be determined by the provider.
Surely, fi ltering at the sender's end should then be welcome? Its benefi ts, after all, appear overwhelming. Yet two factors may prevent the stabilization of the uncertain grounds of Internet jurisdiction in the manner exposed above. The fi rst factor is an issue of effi cacy: the combination of targeting and fi ltering at the source will allow the exertion of effi cacious control only over elephants. Mice will still escape. I mean this in the sense of the distinction Peter Swire draws in his essays titled ' Of Mice and Elephants ' . 114 Elephants are, as the name suggests, large entities, typically sizeable companies or other organizations which are clearly identifi able and often have presence and assets in several countries. Just like the mammal, they are easy targets and can escape an applicable regulation only with the greatest diffi culty, through complicated and often costly legal battles. Mice are petite and quick, small companies or individuals quickly opening a website to carry hate speech, child pornography, an online casino, libel, copyright violations, and the like. They are typically diffi cult to identify and to localize. As Peter Swire concludes, ' [w]here harm over the Internet is caused by mice, hidden in crannies in the network, traditional legal enforcement is more diffi cult ' .
115 Mice typically will not implement fi ltering technologies. To assert jurisdiction over them -whatever the basis of jurisdiction -typically will not suffi ce to shut them down. What is to be done?
The second factor is more ideological. Provided the targeting test does evolve so as to entail a condition of jurisdictional avoidance by fi ltering (in order to be deemed not to have targeted a given territory), Internet content providers other than those of the mouse breed will have an incentive to choose an opt-in approach rather than an 113 Cf. Muir-Watt, supra note 56, at 687, Reidenberg, supra note 24, at 276. 114 opt-out one. I mean this in the sense that they are likely to distribute their information only to those countries in which they have real interests and for which they are consequently willing to carry out an analysis of the legal risks. Instead of fi ltering out potentially problematic countries, they are likely to fi lter in only those areas they do specifi cally target. It may be true that it is ' prohibitively expensive for a small business or individual to fi lter out users from selected jurisdictions ' , as certain authors submit, 116 but the reverse appears to be false. Conditioning access to information on positive identifi cation (fi ltering in ) of the user's IP address, which provides reasonably accurate geographic localization, is a matter of fi ve minutes of HTML programming and costs virtually nothing. This would perfectly fulfi l the goals of the targeting principle. But it would also lead incidentally to an impoverishment of the Internet, as the amount of information accessible from at least the less ' important ' countries -those for which the pay-off of a legal-risk analysis is smaller -would diminish. Particularly critical, subversive, or generally non-agreeable information is likely to be the fi rst victim. And such contentious information is an important factor of innovation in general and of the Internet's revolutionary capacity in particular. 117 Again, what is to be done?
One solution which seems to respond to both these concerns -mice undermining local values and the fi ltering to narrow geographical bands which diminishes the Internet's informational wealth -is fi ltering at the receiver's end or at the destination. 118 It is more likely to catch mice and seemingly less likely to impoverish the Internet of unorthodox information, at least within non-repressive regimes. This will lead to an even stronger carving up of the Internet. A discussion of how this might work forms the substance of the next section.
At the Receiver's End
In starting to look at the ways in which fi ltering at the receiving end may contribute to the carving up of the Internet, I must begin with two distinctions not directly generated by the subject-matter of the analysis. The fi rst distinction pertains to law's normativity, the second to law's functions.
With regard to law's normativity -the modalities of how it directs behaviour -the distinction I wish to draw relates more precisely to two ways in which the law may create prudential reasons for compliance. 119 Prudential reasons for compliance with the law may in essence be created by two means (this is the fi rst distinction I 116 E.g., Berman, supra note 56, at 409. 117 On targeting and fi ltering at the sender diminishing available information see Zittrain promised): threats of an ex post sanction and imminent obstacles. 120 Sanctions operate by depriving someone of advantages normally due on the ground that he or she has violated a norm. 121 Obstacles operate by modifying the feasibility of certain actions: if an action becomes more diffi cult or altogether impossible to perform, then a person has strong prudential reasons not to expend resources on efforts to perform it, and is thus expected to refrain from acting.
122 Obstacles, to be effective, do not have to be impossible to circumvent. They need only to make an action substantially more diffi cult to perform, thereby ' altering the prices one has to pay for the performance of actions ' . 123 With respect to law's function, the distinction I wish to introduce opposes the orientation of behaviour to the production of a cathartic or symbolic effect. The function of orienting behaviour is relatively conspicuous, and it was assumed in the distinction just sketched between sanctions and obstacles. The cathartic or symbolic function of law, by contrast, operates chiefl y by means of the approval or disapproval of an action bestowed by judgments. 124 It is law taking an offi cial position through the courts ' actions on the acceptability of a given behaviour under the nation's legal norms which, in principle, refl ects its social norms and expresses its fundamental cultural values. 125 Brutally simplifi ed, it is one of law's functions to say what, according to the law governing and tying together a nation, is right or wrong, without necessarily punishing as a consequence. This, sometimes more than the sanctions qua retribution, is a central goal of certain profoundly symbolic judicial actions, such as international criminal proceedings ensuring that war criminals do not go down in history as heroes. 126 In international proceedings generally, states often ask for a declaration of the wrongfulness of conduct, in order to obtain ' satisfaction ' , as opposed to compensation and restitution. 127 Catharsis is also the central idea behind the practice, followed in certain countries, of court decisions allocating symbolic monetary awards of extremely low amounts.
Let us now probe the possible consequences that these distinctions may have for jurisdiction on the Internet. If law can prevent behaviour by either threatening with sanctions or by making the relevant actions diffi cult enough, then a state may consider its jurisdictional reach not in terms of which entities it should sanction through the application of its regulation -which has been the approach adopted so far. It may instead consider the jurisdictional basis of its regulation in terms of trammels imposed on extraterritorial activities. Similarly, if we accept the idea that law does not necessarily need to punish the authors of invidious or pernicious behaviour, but may simply declare such behaviour unwanted and then exert some action to bring reality into line with the values so expressed, then we may again see that sanctioning foreign actors is not necessarily the only avenue to follow.
In light of the foregoing, one might consider treating differently cases involving a targeting practice and those for which the only jurisdictional basis would be the effects doctrine. To divorce blocking from sanctions appears to be the most fertile ' reinvented parameter of reasonableness ' .
128 Courts might apply a narrowly construed targeting test to foreign activities and, if the territory of the forum state were found to be targeted, they might simply apply local regulations as usual and seek to sanction the foreign actor through enforcement procedures where the actor has a presence or assets. The narrow construal of targeting would seek to diminish as much as possible the informational impoverishment of the Internet by risk-averse content providers over-limiting the geographical bands into which they send information. Cases where undesirable effects are felt locally but the foreign actor is not to be deemed to have targeted the territory of the forum state might conversely be handled with greater jurisdictional latitude. Confronted with such cases, the forum state would in this scheme assert jurisdiction, relying on the effects doctrine, but the court seised of the case would render only a declaratory judgment and refrain from awarding damages or imposing fi nes. Such a judgment would seek the attainment of two ends: catharsis and blocking incoming information traffi c. How these ends might be reached is what I will try to expound in the following paragraphs.
The idea with catharsis is that a dispute, especially one which involves strong emotions, as is generally the case with cases involving public policy considerations, disrupts the link between an individual and her community. Judging a case is a way to rebuild this link. It is, as was briefl y sketched above, a process through which a community expresses what is acceptable within the community and what is not; it is an expression of the estimableness of an action with regard to the values of the community. It is a way of saying that the shock felt by the people in France who accessed the Nazi memorabilia on the Yahoo website was legitimate. Judging is meant to have a declaratory effect of re-expressing and re-affi rming the norms by which the community lives. Without a doubt, it was important for the citizens of France -as well as for other nations sharing similar values in this regard -that the Paris court made the French legal system say that the accessibility of Nazi memorabilia in France was simply not admissible. The law's addressees were comforted in their belief that the availability of such information was intolerable, regardless of whether the French territory was targeted or not.
A manifestation of this rationale found its way into the Canadian Citron v. Zündel case.
129 Ernst Zündel, a resident of the United States, was posting anti-Semitic material on his American website, which was accessible from Canada, a country where such material is incompatible with human rights legislation. The Canadian Human Rights Commission in this case acknowledged that an ' order issued against the Respondent would have virtually no effect in eliminating this material from the World Wide Web ' . 130 Nevertheless, to issue a cease and desist order, the Commission went on, would serve a signifi cant symbolic value in the public denunciation of the actions that are the subject of this complaint. Similarly, there is the potential educative and ultimately larger preventative benefi t that can be achieved by open discussion of the principles enunciated in this or any Tribunal decision. 131 Let us now probe the idea of blocking traffi c. Such a judgment based on the effects doctrine might be used not to sanction the foreign actor, but as a legal basis to block incoming Internet traffi c originating from the website the contents of which have been declared to be unlawful and unwanted in the forum state. The following sketches, very briefl y, how this might work.
Internet service providers (ISPs) have three roles. 132 The fi rst one is to host information, essentially website contents, on their server and to make it available to the rest of the world. Such ISPs may be called sending ISPs. They can, of course, refuse to host certain contents and sometimes display quite restrictive policies in this respect. But the hosting policy of an ISP depends on the laws and values of the state in which it is located. Imposing hosting rules on an ISP with servers located within the territory of another state would amount to an encroachment on the territory and an infringement of the sovereignty of that other state. Trying to control website contents at the sending or source ISP raises jurisdictional problems, and enforcement issues as well.
The second role of ISPs is simply to pass information on. From the sender, through the Internet cloud represented earlier in this article, the information reaches the receiver after having travelled over the servers of sundry ISPs. The path the information will take is, as was mentioned earlier, unpredictable. As the path cannot be foreseen, controlling contents transmission there does not appear possible, and it would also raise jurisdiction issues because some of these passing ISPs are likely not to be located in the forum state.
The third role of ISPs is to deliver information directly to the user. One might label them receiving ISPs. They represent the locus at which regulatory intervention is most likely to strike. The idea is to block undesirable incoming Internet traffi c as it travels through their servers. We will see in the following that they represent the most appealing junctures for control. 130 Ibid. , at para. 295. 131 Ibid ., at para. 300. 132 See Zittrain, supra note 17. 133 Ibid., at 672 ff.
One of the main advantages is that receiving ISPs are in principle located within the same territory as the end-user, and therefore on the territory of the state seeking to regulate. Their regulation does not pose problems of extraterritoriality, not strictly speaking at least. 134 Filtering information that originated abroad certainly has extraterritoriality effects, as it infl uences and regulates the foreign actors ' activities, typically increasing their costs of providing information into this territory. But these are ' extraterritorial spillover effects ' of national regulations, as Jack Goldsmith argues. And they are ' both inevitable and legitimate ' , and actually also very common. 135 In the language of the distinctions drawn above, indirect extraterritoriality caused by obstacles is less objectionable than direct extraterritoriality involving sanctions. From a jurisdictional perspective, it is doubtless less objectionable for state X to make it impossible for residents of state Y to send certain information into the territory of state X than to impose economic penalties for the residents of state Y trying to send information into state X .
136 As Jonathan Zittrain writes, ' [i]mposing control on destination ISPs has been the approach of governments that wish to control the fl ow of content over the Internet but who cannot project that control beyond their boundaries ' . 137 This applies not only to governments that cannot project their regulatory actions beyond their boundaries but also those that do not wish to project such actions onto the territories of other states, seeking to avoid or limit the extraterritorial effects of their laws. 138 In addition, and as is implied in Zittrain's position just mentioned, the other advantage of receiving ISPs being located on the territory of the regulating state is that this allows the resort to local enforcement procedures against the assets of the ISPs. The state being thereby able to rely on one of its most usual control levers, the compliance of these entities should not pose particular problems of the type that could be posed by foreign actors.
Another advantage of this approach is that it would be more effective against small and disruptive actors which do not fear traditional legal enforcement processes -' mice ' , in the words of the discussion above. Traditional legal enforcement regarding foreign actors may well be both ineffi cacious and ineffi cient against small and elusive actors whose real identity is diffi cult to establish, but technological enforcement should not be or at least much less so. The marginal costs of blocking one more mouse, or of updating the blocking of an actor who has closed her window to the Internet and opened another one elsewhere can be expected to be far lower than those generated by one more international court procedure. The complications following from lifting the technological veil in order to identify the actor behind an information fl ow can also be dispensed with: all that matters is to identify the technological source or characteristics of the information fl ow in question. The cost and effi cacy of such identifi cation will necessarily decrease with further technological development. In sum, it will often be more effective and effi cient to identify and block certain information fl ows than to prosecute their authors, in particular if they are of murine quality and are located outside the territory of the state asserting jurisdiction.
The revolutionary capacity or information wealth of the Internet is likely to be less damaged by recourse to fi ltering at the receiver's end compared with fi ltering at the sender's end. Compare the scenario where all countries allow the circulation of all information but the information that undermines local values with the scenario where a signifi cant proportion of Internet content providers allow their information to be accessed only from those countries where they really wish the information to go. Admittedly, many variables of this equation remain undefi ned, e.g., what is the ratio of information deemed to ' undermine local values ' , what is the proportion of content providers implementing fi ltering technologies, and how many countries will they seek to target on average. But assuming, as seems reasonable, that the fi rst and third variables are low and the second high, scenario 2 appears to be quantitatively less restrictive. Then again, an important caveat should be entered: the situation in repressive regimes is likely to be worse in scenario 2; they are, however, likely in any event to adopt such fi ltering practices.
This regulatory approach based on fi ltering of information fl ows by receiving ISPs has largely been neglected because of the technological complexity of such fi ltering. Yet certain regimes, more enthusiastic about control than the average, have lately contributed signifi cantly to the development of more effective systems and are already using nation-wide fi ltering processes. These technological developments constitute readily available tools for implementing fi ltering practices more in conformity with Western liberal democratic ideals, and accordingly seem likely to be used. One may argue that such systems are far from perfect, and it is highly probable that some unwanted information will always continue to sift through, but such a contention would amount to forgetting that perfection is not a necessary element of regulation. In Pennsylvania, for instance, such a system has been used to keep out child pornography -but it was struck down as unconstitutional, mainly because of the too numerous false positive results (i.e., overblocking) produced by the fi ltering technology being used. 139 In the United Kingdom, the Home Offi ce is gradually introducing an obligation for all ISPs to implement a content blocking system to fi lter out child pornography identifi ed as such by the British Internet Watch Foundation, irrespective of the information's geographic source. 140 In France, the loi pour la confi ance dans l ' économie numérique 141 provides that a judicial authority can request French receiving ISPs to block access to websites hosted abroad if the same could not be obtained from the foreign sending ISPs. This provision, for instance, has been used by French courts to prevent access from the territory of France to a negationist website hosted in the United States.
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Just as in the Pennsylvanian system, where ISPs had to block access to sources of information only if specifi cally instructed to do so by the state attorney general, 143 the scheme under consideration here would not imply any affi rmative obligation for the ISPs to monitor the information which fl ows through their servers and proactively to report problematic material. Their role would be limited to enforcing the fi lters that legal authorities have determined and thereby to prevent access to the offending source of information.
144
This controllability of information fl ows seems to be contingently reinforced by the fact that ISPs currently appear to operate in a highly concentrated market, a small number of ISPs delivering information to a vast majority of users.
145 Filtering consequently would appear to be suffi cient if administered at a relatively low number of junctures.
Such a scheme necessarily conjures up some typical criticism. It would seem troublesome that the decision to block access to certain sources of information depends uniquely on the unilateral decision of a state attorney general or on another ex parte procedure before an equivalent authority -which was a further ground on which the Pennsylvania statute was struck down.
146 A third-party determination would be less contentious if it involved adversarial proceedings open to the defendant whose information was about to be blocked. But can one really ask for a judicial decision from such a system for every case of information access blocking? The answer would clearly seem to be in the negative. Courts are not typically overstaffed and lacking work, and court decisions do not typically come about very quickly. But the intervention of courts, as opposed to other dispute resolvers, may not be necessary in every 140 143 See Zittrain, supra note 17, at 674ff. 144 Their role would thus be that of mere instrumentalities of state power. They should thus not be considered publishers with a certain liability for the information they pass along -their liability should be limited to enforcing the specifi cally targeted fi ltering order they receive -because otherwise they would be likely to overblock information so as to avoid any fi nancial risk, as put forward by Frydman and Rorive, supra note 137, at 44 -45, 54 -57. 145 Zittrain, supra note 17, at 673. 146 Center for Democracy & Tech. v. Pappert, supra note 139, at 656ff, 660ff.
case. The need for catharsis, as discussed, does not call for a full-blown court decision, or even a court decision tout court , in every case. Instead one may imagine the following scheme: submit such blocking cases to private online dispute resolution institutions, able to give decisions within very short periods and at very lost cost, 147 and maintain recourse to courts to a certiorari review -for cases which have an important symbolic or legal impact.
In sum, the advantages of such an approach are important: it seems to be the most effi cacious system, its duality (targeting on the one hand and the effects doctrine on the other, the latter seeking to achieve catharsis and blocking certain contents) provides what is likely to be the best solution to the problem of jurisdictional bases, being either too broad or too narrow. It appears to impoverish the Internet less than the likely reactions of Internet content providers to a wide-scale practice of the targeting test. Its disadvantages -mainly that further technological development is needed -are likely to be solved, given some time.
It seems more than plausible that such a form of carving up of the Internet will be followed.
148 This is especially so in an era where, on the one hand, recent international events create strong incentives for a crackdown on sources of potentially problematic information and, on the other hand, globalization frequently reactively triggers increased community expectation and pressure to protect local values.
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This constitutes the fi rst form of Internet segmentation announced above, a segmentation which might be viewed as juxtaposed billiard balls of state law. But this is just one likely evolution of the Internet, covering only certain types of behaviour, to the exclusion, for instance, of what might be considered culture-neutral commercial relationships. How these and other relationships are driving another aspect of the evolution of the Internet is what will form the substance of the next main section.
The Layers Evolution
I now turn to Internet balkanization in another guise, which appears to take place in parallel with the phenomenon explored thus far. The evolution now to be introduced relates to the forming of separate legal spheres on the Internet, delimited not according to territories but with respect to different aspects of the exercise of human agency. Certain distinct types of activities, or ' slices of life ' , are regulated by distinct legal systems. Such legal systems are quite atypical. First, they are non-territorial. Instead they are transnational and formed not by the virtual communities that are nation-states but by communities of choice clustering around shared interests. Secondly, they are noncomprehensive, in the sense that they do not claim to rule over ' virtually all aspects of social and individual life in a given region ' , 150 which in principle is a fundamental, albeit unnecessary, characteristic of a legal system. 151 A third unusual feature may be ascribed to the developing systems examined here: they are devoid of the public policy considerations that typically partake of each system's foundational precepts and vary from one public legal system to another. As a consequence of the transnational characteristic just mentioned, the systems exposed here transcribe into legal rules only values that are of general or possibly even universal acceptability, not unlike the substantive contents of the concept of ' transnational public policy ' . 152 Because of the aforementioned characteristics, I have called such systems ' layers ' , as this metaphor illustrates the dissimilarities with the ' billiard balls ' of national public legal orders.
The development of legal systems of this kind heralds a transformation of cyberspace differing in a number of respects from the carving up introduced in the previous section. As may be inferred from my exposition just sketched, such dissimilarities relate to the geometry and content of the resulting legal spheres, the identity of the underlying community, and the values such systems enforce by virtue of their regulatory sway. In addition, and more importantly to understand the phenomenon depicted here, the causes of the ' carving up ' differ. The following will give an account of these reasons and in the process revert to some of the characteristics of the resulting legal systems. In order to demonstrate that the developments portrayed do not rely on some elusively utopian archetype of a transnational non-comprehensive non-state legal system, 153 the balance of this section will then discuss a particular instance thereof, using eBay as an example.
A Private Commercial Legal Systems on the Internet
This evolution in layers, as it is envisaged here without any claim to exhaustiveness, is not caused by a quest for the protection of local values and public policies but by a response to commercial needs, or more precisely by the market responding to economic incentives. As Pierre Lalive wrote, long before the popular use of the Internet, ' it is an obvious fact that is never suffi ciently recalled: individuals who are parties to an international relationship or seek to enter into one have a need for security which is all the greater for their awareness to venture into the unknown, leaving their own legal system ' .
154 Security, here, is meant as a response to the legal needs of predictability and the possibility of obtaining an effective remedy, which is foundational for 150 Kramer, supra note 119, at 97. 151 Lectures (1977) 69.
all human agencies aspiring to commercial benefi t. 155 Seen from this perspective, this second form of carving up of the Internet is a consequence of the economic inaccessibility of courts and judicial enforcement proceedings for low-value disputes. Courts are particularly inaccessible for small disputes involving large geographic distances between the parties, for reasons including travel costs and general legal fees. A factor not uncommon on the Internet which further aggravates this issue is the cross-border nature of a transaction; this causes additional economic barriers due to the need to co-ordinate legal action in several legal systems, and possibly to translate documents. 156 Some countries have introduced low-cost court proceedings, typically in the form of small-claims courts, but this solves only one part of the problem: a judgment, once obtained, must be easily enforceable to constitute an effective threat, one likely to induce compliance. International enforcement procedures, involving the need to have a decision recognized abroad, raise cost issues that bear many affi nities to the obstacles constituted by ordinary court actions.
Some marketplaces, recognizing this demand, have addressed the problem by introducing both low-cost online dispute resolution mechanisms and private enforcement systems. The former essentially are systems of computer-assisted negotiation, online mediation, and online arbitration -in other words, procedures conducted through computers over the Internet. Such systems usually are tailored specifi cally to address low-cost disputes involving distant parties, a task structurally facilitated by the absence of travel costs. Private enforcement systems (or self-enforcement systems) rely on the private control of resources which are valuable to the partiestypically money or reputation. They may take one of the following forms, or a combination thereof: trustmarks and other reputation management systems, ' naming and shaming ' reports, exclusions from marketplaces, payments for delay in performance, escrow systems, judgment funds, transaction insurance mechanisms, or credit card charge backs. Low-cost online dispute resolution mechanisms ensure that the access to a remedy is effective, while self-enforcement mechanisms ensure that the remedy itself is effective. 157 In addition, the regulatory framework usually governing the type of disputes considered here is frequently such that it denies many parties an effective appraisal of the legal consequences attached to a number of behaviours relating to their commercial endeavour. Online shoppers are not typically well versed in confl ict of laws and the study of the authoritative formulations of foreign laws, nor can they reasonably seek legal advice for such small transactions. This lack of effective user ascertainability undermines the functionality of the traditional legal framework in guiding and steering commercial conduct, since such endeavours entail predictability. In order to avoid this problem, and again to respond to the market demand 155 Teubner, ' Zur Eigenständigkeit des Rechts in der Weltgesellschaft: Eine Problemskizze', in R.J. of easily ascertainable and predictable legal frameworks, certain marketplaces have developed highly detailed user policies used in the dispute resolution process as the applicable ' law ' , to the exclusion of many of the normally applicable national laws, including their mandatory non-derogable rights. Such constructions cause their normative environments to be largely divorced from public legal systems: a private dispute resolution mechanism applies privately developed norms and the outcome of the procedure is enforced through private means. Such constructions create marketplace-specifi c legal systems. From an external and global point of view, these systems form a patchwork of private legal orders each specifi c to an online marketplace or to an equivalent context of Internet activities. They form ' layers ' as they can pile up so as to be several which apply to the same individual, governing different facets of her life.
B Ubi Societas, Ibi Regula
As should already be evident from the discussion thus far, the layers evolution also differs from the billiard balls developments with regard to the communities underlying these movements. In a landmark article on jurisdiction and the Internet, Paul Berman argues that all current approaches to jurisdiction fail to tackle the foundational misconception, namely ' the assumption that the nation-state is the only appropriate community for jurisdictional purposes ' . 158 Surely, it seems unlikely that private international law, devised and handled by offi cials of public legal systems, will come to grant the normative spheres of non-state communities a standing equivalent to national laws, and in so doing recognize them as legal systems as designated by rules of confl ict of laws. The ideology underlying classical legal positivism and state voluntarismthat only state law suffi ciently guarantees democratic legitimacy to deserve to be called law -is too strongly rooted in our legal cultures for private international law to take such a path. 159 It is vastly more likely that non-national communities engender their own legal systems by constructing nearly self-contained spheres of normativity, adopting their own rules, applying them in their own dispute resolution fora and ensuring the implementation of outcomes by means of their own enforcement mechanisms. In other words, what matters is not that states attribute law-making functions and capacities to non-national communities, but rather that such communities create normative systems which are jural by themselves, by virtue of their autonomous or autarkic functioning. The state does not confer, as François Rigaux would say, ' to private orderings a juridicity that they do not possess by themselves ' . 160 Berman seems to have noticed this possibility, writing that ' [n]on-state communities also assert lawmaking power through more informal networks and organizations and through the slow accretion of social custom itself ' . 161 But his assertion, precisely, does not go far enough. Non-state communities can regulate not only through such informal and spontaneous norm formation -norm formulation of this sort is social in nature and should not be considered jural for fear of ' losing all sense of what [law] is ' , as Simon Roberts would say. 162 These communities can also regulate through much more sophisticated and formal structures, with proper legislative, adjudicative, and enforcement powers (as portrayed here), structures that operate in a fashion much closer to a public legal system and, for that reason, deserve to be called law -at least much more than the mechanisms Berman evokes.
I have furtively introduced into these developments an argument about nonnational and non-geographic communities which remains to be directly addressed. If the invocation of such communities comes across as an incongruity, it is because it was traditionally considered that social structures rely on physical spaces that sociability is dependent on geography. 163 But as the informational wealth of distant communication increased, and since communication is the essential vehicle of community formation, 164 geographic proximity became increasingly less a necessary condition of sociability. 165 The Internet enabled this increase to such an extent that sociologists now readily acknowledge the existence of delocalized communities based on electronic communications 166 -one of many forms of ' transnational communities [as] communities of interest that cut across nation-state boundaries ' . 167 What binds the members of such communities together is no longer the localness of their presence but the ' selective ties ' that they choose to establish which are typically shared affi nities, interests, and goals. 168 And these are, not infrequently, of a commercial nature. The importance of identifying such online communities hopefully goes beyond the intuitive when we contemplate certain considerations informing the principle ubi societas, ibi ius . 169 The central tenet of some of the most astute and illuminating distillations of the process of law's emergence, for instance those of H.L.A. Hart, Noberto Bobbio, Paul Bohannan, François Ost, and Michel van de Kerchove, resides on the observation that, as soon as people gather to form a group, social norms will start to emerge. Under some circumstances, these social norms subsequently become jural, forming a legal system. 170 (Properly speaking, the phrase should thus rather be ubi societas, ibi regula .
171
) Brutally simplifi ed, the circumstances required for juridicity are the autonomy of the normative system in formation vis-à-vis other normative systems (and, with respect to private legal systems, vis-à-vis the public legal system in particular), 172 the presence of clearly demarcated secondary rules, in the Hartian sense, conferring specifi c people particular powers and roles within certain institutions, 173 such institutions having the jurisdictional capacities to prescribe, adjudicate, and enforce. 174 Communities form the backbone of this process, they constitute the sine qua non element of the emergence of social norms that may then become legal systems. Identifying online communities helps to understand that nation-states are not the only relevant communities with regard to the assertion of jurisdictional powers, though they remain the most important ones. 175 It can probably be surmized that all online communities, merely by their quality of being communities, develop norms of conduct of their own. Some of these communities, primarily those which most urgently need some of law's typical functions, are then likely to turn these social norms into legal norms. It is apparent that commercial online communities are those, among online communities, which require most strongly the fulfi lment of law's functions of predictability and the provision of access to an effi cacious remedy, because of the stakes involved in the relationships. They are those which seem to have the strongest urge to be equipped with a normative system that is autonomous, formalized, and clearly defi ned so as to be predictable -the best instance of which is law. 176 They were, as it seems, the fi rst to develop such transnational, non-comprehensive legal systems which lead to a carving up of the Internet into layers of normativity. 177 Before we move on to an illustration of such systems, a fi nal point must be made. I have invoked the existence of ' proper ' transnational legal systems, based on a conception of the legal system that is proximate to the public legal order as it involves prescriptive, adjudicative, and enforcement jurisdictional powers. This conception is opposed to the watered down acceptance of a legal system typically used by those asserting that the lex mercatoria forms a transnational legal system or that there is such a thing as a worldwide lex electronica covering all Internet-related activities. If this invocation now comes across as an incongruity, it is because of the public legal system of the modern state having been so preponderantly present that it largely has been obscuring other possibilities of juridicity. Yet one should remember, as anyone with an interest in history would enjoin us to do, that the nation-state is a recent (on the scale of Western civilization 178 ) historical and political construction, that it was ' a brief historical moment when the ideas of nation and state were being joined by a hyphen to create a historically contingent Westphalian order ' .
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C Illustration
Departures from sound and honest business practice are pervasive and inevitable, as are mere misunderstandings leading to disputes. eBay is no exception in this regard. 180 A small fraction of the several million transactions concluded each day on this electronic marketplace go awry. There more than in many other contexts, this fact of life initially raised several important issues: the average value of a dispute is low; the parties are typically more distant, geographically speaking, from one another than in comparable commercial relationships outside the Internet; and the typical level of trust between trading partners is lower than, for instance, on a brick-and-mortar marketplace. This low level of trust generated by the absence of traditional points of reference 181 was accentuated by the parties ' awareness that they could rely with diffi culty on an effective remedy when faced with a dispute. Courts, as was mentioned above, do not offer a rational option, because the costs they entail are prohibitive for the typical eBay dispute. The Internet is more conducive to such cost problems than the ordinary real-world environment, because of the characteristically heightened geographic distances and jurisdictional ambiguities, as well as the need for translation and other similar factors. The result is the extreme rarity of an eBay dispute ending up in courtgenerally estimated to be in the range of less than one in 1,000 cases. Social sanctions, for instance spreading the word about deceitful business practices, were not available either, the parties involved being mostly unknown traders engaging uniquely in oneshot transactions. The resulting lack of trust prevented eBay from reaching its full commercial potential. A practicable and effectual dispute resolution framework had to be developed. The solution took a triple form: fi rst, eBay gradually developed eBay user policies; secondly, it introduced a reputation management system; and thirdly, it put in place a dispute resolution mechanism. 182 The reputation management system is fi rst worthy of attention. It can be conceived of as an instance of the re-creation, on the Internet, of the social context that usually allows the emergence of reputation as a control lever. 183 To develop, online reputation needs to attach to a social context featuring two particularities. First, a long-lasting link must be established between the online identity and the real identity of a person. In eBay's system, this is achieved by a verifi cation of some determinant personal details of the users seeking to obtain an online profi le. The profi le then lastingly attaches to the real identity, and subsequent modifi cations are clearly marked on the avatar of the user. The second required feature is the establishment of a traceable history of actions: on eBay, users leave permanently accessible feedback, formalized into a positive, neutral, or negative rating point, following concluded transactions. This ' fi lls ' the online identity with information that will constitute the online reputation. 184 The dispute resolution mechanism consists of online computer-assisted negotiation followed by online mediation. These dispute resolution services have been outsourced, for clearer independence, to a company called SquareTrade, which resolves about 1.5 million disputes per year, mainly, though not exclusively, for eBay. The fi rst stage of the dispute resolution process consists of the parties negotiating from afar using an interactive computer programme. The programme helps the parties pin down their issues by suggesting standardized dispute descriptions based on prior cases. It then helps the parties reach a solution by recommending settlement agreements that, according to the data aggregated by the programme, have frequently been accepted before in similar situations. The programme, technically called an expert system, learns from prior failures and successes. The second stage of the process (online mediation) intervenes if the parties consider that the expert system is unable to bring them to an agreement. In this case, the mediator merely replaces the expert system and goes about her task in much the same way as the technical system. 185 This dispute resolution procedure has been designed to operate at very low costs: it takes place online, it is mostly handled automatically by a computer system, 186 and it is simple enough for the parties to dispense with legal counsel.
Smooth operations on eBay still required two further elements: the direct ascertainability by the users of the relevant norms and a low-workload process for the assessment of cases and each party's position. The former is a necessary condition of predictability, allowing eBay users to ' apprise themselves of the legal consequences that attach to various courses of conduct ' , so as to inform their reasoning about appropriate courses of action. 187 The latter, which a slightly simplifi ed account may call a requirement of simplicity, is indispensable to maintain the costs and time necessary for the resolution of a dispute at a low level, proportional to the value of the transaction.
The response provided by eBay to these two needs was a ' uniform law ' , which took the form of user policies. The objective is to avoid the jurisdictional questions posed by the application of state law. Regularly updated and completed on the basis of new commonly observed practices of eBay members, 188 they have progressed into a welldeveloped, relatively dense, detailed, and formalized set of rules of conduct. As we will see, they appear to regulate the behaviour of eBay members in a fairly comprehensive manner.
One should be alert to the fact that they do not regulate the members ' conduct merely as a contractual framework would, within the limits and in the shadow of state law. Rather, for the sake of predictability and simplicity and in apparent realization of the users ' desiderata, they appear to effect an overriding of mandatory rules.
189 Their regulatory workings appear to be closer to a legal system than to a contractual framework. A testament to this is the fact that, when asked under the shadow of which law they negotiate or mediate, eBay disputants have reportedly replied that it was ' eBay
Conclusion
This article has told a story about national government and global law, about values and identities, about the proverbial homogenizing effects of globalization and what has aptly been called ' the other side of globalization: the determined preservation of difference ' . 193 We have seen that, on the Internet as in any other regulatory context, values seem to play a crucial role: when they are common on a transnational level and relate primarily to ensuring the proper functioning of business, they allow and even call for the creation of transnational private legal orders. These orders lead to a carving up of the Internet into discrete transnational private spheres, which may be pictured as layers. When the values relate to identity and vary from one region or nation to another, they rather call for a return to stronger government intervention, leading to a carving up of the Internet into discrete national or regional spheres, which may be pictured as billiard balls. This double evolution seems to respond to the fundamental question about the Internet: ' ultimately, can states take advantage of the commercial and expressive capacities of a global network, while at the same time protecting local values? '
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Such a double phenomenon is not unheard of. It is reminiscent of the lex mercatoria , for instance, where international arbitration and global commercial and trade law push for the emergence of transnational regulatory spheres, while the concepts of public policy in arbitration, 195 public morals and public order in WTO law, 196 or ' overriding public interest ' opposed to the freedom of movements in EU law 197 are there to preserve cultural exceptionalism. But on the Internet, this dual phenomenon seems radically stronger, with transnational private legal systems that much more clearly constitute legal systems than the lex mercatoria and methods of preservation of local differences that appear much more powerful than the concepts of public policy and the like. In this sense, the regulation of the Internet is a paradigmatic example of the dialectical progression of law on the international plane, of the duality of globalization. Such is the descriptive part of the considerations developed here.
The normative part of the considerations developed in this article revolves around the idea that the regulation of the Internet should rely, at its most foundational level, on both a universal and a national social contract. This dialectic mainly has consequences for assertions of jurisdiction and fi ltering of information. The argument is that the Internet, more than most other contexts, calls for a return to a natural law approach to confl icts of laws -a return to Savigny and von Bar, where confl icts of laws were ' part of a single international system, not [purely] part of domestic law ' , 198 where the determination of jurisdictional scopes were not ' dependent merely upon 193 Goldsmith and Wu, supra note 7, at 183. 194 Fagin, supra note 118, at 399. 195 The concept of public policy in arbitration is for instance used to challenge and oppose enforcement of arbitral awards. 196 Art. XIV(a) GATS. 197 See especially Case 33/74, van Binsbergen [1974] ECR 1299, at 1309ff, paras 10ff. 198 Mills, supra note 31, at 37. the arbitrary determination of particular states ' . 199 This means that national regulations must take into consideration their effects on the territory and population of other nations as well as on the information wealth of the common good that is the Internet. States must recognize that they are all co-equals in the global task of regulating the Internet, a notion reminiscent of a universal social contract. At the same time, states cannot dispense with the legitimate central ideology that has been underlying for so long the positivist approach to international law, namely that states are entitled and have a duty to pursue ' the protection of national interest [and] the enforcement of national values ' . 200 The resulting implications are, as I have argued, a call for moderation and restraint with respect to assertions of jurisdiction seeking to sanction a behaviour (using the concept of targeting narrowly construed as a jurisdictional standard) and public fi ltering of unwanted incoming content in order to enable catharsis and protect local values. In a recent brilliant article on the interface between public and private international law, Alex Mills reminds us that ' [p]rivate international law was invented as a mechanism for the reconciliation of higher level natural law with the existence of diverse laws ' . 201 In that sense, restraint and moderation in the exercise of jurisdiction should be viewed not as the consequence of a voluntary deference to a foreign national, but as a ' natural law requirement ' , in accordance with the original purposes of private international law. 202 Combined with fi ltering technologies, such an approach would appear to promise the best future for the Internet and its users.
